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SUBJECT: GU DANCE FOR COMVANDERS ON PUBLI CLY ACCESSI BLE
VEBSI TES ANDNI PRNET CONNECTI VI TY

1. TH'S MESSAGE RElI TERATES GUI DANCE FROM THE CHI EF OF
STAFF, ARMY ON ACTI ONS COMVANDERS SHOULD TAKE TO REDUCE
POTENTI AL SECURI TY RI SKS ON THE NI PRNET AND THEI R
ORGANI ZATI ON' S "PUBLI CLY ACCESSI BLE WEBSI TES" ( DEFI NED
BELOW . COWANDERS MUST ENSURE THAT:

A ALL SENSI TI VE | NFORMATI ON ( DEFI NED BELOW |S REMOVED
FROM PUBLI CLY ACCESSI BLE WEBSI TES.

B. SECURI TY PROCEDURES ARE | N PLACE TO M NI M ZE RI SKS OF
REVEALI NG SENSI TI VE | NFORMATI ON.

C. BACKDOOR CONNECTI ONS FROM THE NI PRNET TO THE | NTERNET
(WORLD W DEVEB) ARE CLOSED.

2. TH' S MESSAGE APPLI ES TO ALL ARWY CRGANI ZATI ONS THAT

MAI NTAI' N PUBLI CLY ACCESSI BLE ARMY WORLD W DE VB ( VWA

VEEBSI TES AND/ OR NI PRNETCONNECTI VI TY. A PUBLI CLY ACCESSI BLE
VWEBSI TE | S A WEBSI TE THAT HAS | NTERNET ACCESS W THOUT
CONTROLLED ACCESS, SUCH AS A USERI D AND PASSWORD, OR DOCES
NOT RESI DE ON A RESTRI CTED | NTRANET. | N CASES WHEREA

VWEBSI TE' S STATUS | S UNCERTAI N, COVMANDERS SHOULD ASSUVE



THAT THE WEBSI TE IS PUBLI CLY ACCESSIBLE. | F A WEBSITE IS
CONSI DERED RESTRI CTED, THI S SHOULD BE VERI FI ED TO ENSURE
THAT PUBLI C ACCESS IS NOT PGCSSI BLE.

3. ARW WEBSI TES EXI ST AT ALL ECHELONS OF THE FORCE. THI'S
MESSAGE APPLI ES TO ALL WEBSI TES OPERATED BY ARW

ORGANI ZATI ONS REGARDLESS OF LOCATI ON OR ECHELON (E. G,
MACOM | NSTALLATI ON, BATTALI ON ETC.).

4. ALL ARMY ACTIVI TI ES MUST | MVEDI ATELY REVI EW ALL

| NFORMATI ON ON THE PUBLI CLY ACCESSI BLE VEBSI TES UNDER THEI R
CONTROL. AN ARMY WEB OPERATI ONS SECURI TY CHECKLI ST

(HTTP: / / WAV ARMY. M L/ WEBMASTERS/ CHECKLI ST. HTM) HAS BEEN
COVPI LED TO ASSI ST ARW ACTI VI TIES | N REVI EW NG PUBLI CLY
ACCESS| BLE WEBSI TE CONTENT. ANY OF THE FOLLOW NG TYPES OF
| NFORVATI ON MUST BE REMOVED FROM THE VEBSI TE AND MAY NO
LONGER BE DI SPLAYED ON PUBLI CLY ACCESSI BLE VEBSI TES:

A, PLANS OR LESSONS LEARNED WHI CH WOULD REVEAL SENSI TI VE
M LI TARY OPERATI ONS, EXERC| SES OR VULNERABI LI TI ES,

B. REFERENCES TO ANY | NFORMATI ON THAT WOULD REVEAL

SENSI TI VE MOVEMENTS OF M LI TARY ASSETS OR THE LOCATI ON OF
UNI TS, | NSTALLATI ONS, OR PERSONNEL WHERE UNCERTAI NTY
REGARDI NG LOCATI ON | S AN ELEMENT OF THE SECURI TY OF A

M LI TARY PLAN OR PROGRAM

C. PERSONAL | NFORMATI ON ABOUT U.S. CI Tl ZENS, DEPARTMENT OF
DEFENSE (DOD) EMPLOYEES AND M LI TARY PERSONNEL | NCLUDI NG
(1) SOCI AL SECURI TYACCOUNT NUMBERS, (2) DATES OF BIRTH, (3)
HOVE ADDRESSES, (4) TELEPHONE NUMBERS OTHER THAN NUMBERS OF
DUTY OFFI CES WHI CH ARE APPROPRI ATELY MADE AVAI LABLE TO THE
GENERAL PUBLIC, AND (5) NAMES, LOCATI ONS, AND ANY OTHER

| DENTI FYI NG | NFORMATI ON ABOUT FAM LY MEMBERSOF DOD
EMPLOYEES AND M LI TARY PERSONNEL.

5. COVWANDERS ARE ENCOURACGED TO M GRATE THEI R PUBLI CLY
ACCESSI BLE | NFORVATI ON TO A SECURE, ACCESS CONTROLLED

| NTERNET SI TE. COMVANDERS ARE URGED TO USE THE ARW
KNOALEDGE ONLI NE (AKO | NTRANET SI TE, AND SHOULD CONTACT
THE ARMY AKO HELP DESK BY EMAI L ( AKOCHELP@JS. ARMY. M L)
FOR MORE | NFORIVATI ON.

6. AS A TOP PRIORITY, COVMANDERS SHOULD EXAM NE ALL
CONNECTI ON TO THE NI PRNET TO ENSURE THAT THERE ARE NO

" BACKDOORS" THAT WOULD PERM T UNPROTECTED ACCESS FROM THE
| NTERNET TO ARMY SYSTEMS CONNECTED TO THE NI PRNET.

7. TH' S GUI DANCE FROM THE ARMY CH EF OF STAFF IS BEI NG
RESTATED BECAUSE COMPUTER ATTACKS AND PENETRATI ONS HAVE



RI SEN SUBSTANTI ALLY. THI S IS A FORCE PROTECTI ON | SSUE. OUR
| NTENT 1S TO BALANCE THE ARMY' S SECURI TY NEEDS W TH OUR
REQUI REMENT TO RELEASE APPROPRI ATE | NFORVATI ON TO THE
PUBLI C AND TO LEVERAGE THE ADVANTAGES OF | NTERNET
TECHNOLOGY. ADDI TI ONAL GUI DANCE ON PROTECTI ON OF THE

NI PRNET, TO | NCLUDE PCLI Cl ES ON | MPLEMENTATI ON OF PUBLI C
KEY | NFRASTRUCTURE (PKI), WLL BE PUBLI SHED I N THE NEAR
FUTURE. QUESTI ONS ABOUT THI S MESSAGE SHOULD BE SENT VI A
EMAIL TO THE ARMY VWEBVASTER ( WVEBVASTER@QJS. ARMY. M L) .
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